
 

31 | P a g e  
 

ANALYTICAL STUDY ON IMAGE FORGERY DETECTION BASED ON MEDIAN 

FILTERING DETECTION IN DIGITAL IMAGES 

Arpita Sharma 

 

Research Scholar- Computer Science 

 Prof- Mahaveer sain 

 Department of Computer Science and informatics, 

 Maharishi Arvind University, Jaipur 

ABSTRACT 

Introduction: Forgery detection strategy is one of the authentication methods, which accepts 

that the first image has some natural examples, which are presented by the different imaging 

gadgets or handling. 

Aim of the study: The main aim of the study is to Analysis on the Image Forgery Detection 

Method based on Median Filtering Detection in Digital Images 

Material and method: Middle filtering recognition utilizing above clarified training-testing 

pairs become a binary classification issue utilizing supervised learning. To make a 

reasonable examination between histograms of two classes of classification, unique image 

histogram and middle filtered images histograms ought to be developed from same length of 

skewness and kurtosis vectors. 

Data analysis -  

Conclusion: The proposed places of business the issue of median filtering crime scene 

investigation in digital images It has been set up in earlier works that streaking impact in 

median filtered images will in general decrease number of gray levels in sliding squares of 

an image, consequently changes the square conveyance. 

Keywords: Image, Forgery, Detection, Method, Median, Filtering, Detection, Digital, Images 

1. INTRODUCTION 

Human Activity Recognition stays a 

vital examination field of various 

software engineering associations due 

to its intensity to offer adjusted help 

for different applications like human-
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PC communication, eHealth 

applications and observation. These 

days, as indicated by the method of 

highlight extraction, the 

acknowledgment of the human 

movement framework can be named an 

old style or a deep model. A traditional 

model depends available created 

highlight descriptors which can be 

arranged in three kinds; neighborhood 

highlights, worldwide highlights or a 

mix between them to handle the human 

action acknowledgment issue.  

1.1 DIGITAL IMAGE FORGERY 

Presently days, images have gotten helpful 

in correspondence media. There is a 

conviction that the image talks more truth 

about the episode or the circumstance 

caught than the words. Before, proficient 

information was needed to control the 

images produced by conventional film 

cameras with refined dull room gear, 

which is hard to do as such for normal 

clients. The images are not difficult to gain 

these days with the economical gadgets. 

The way toward recording, putting away 

and sharing of enormous number of 

images is conceivable by everybody. With 

the time of digital images the vast majority 

of the image preparing procedures has 

been proposed. In this unique 

circumstance, the image altering 

programming apparatuses expanded step 

by step prompting the forgery of digital 

images.  

Images altered using the product 

apparatuses are exposed to a few preparing 

stages and are photorealistic to such an 

extent that, the forgery in an image can 

never be distinguished by the human 

vision. As a result, the controlled images 

are showing up at an expanding rate 

prompting the diminishing of trust in the 

visual content. Subsequently, the 

authenticity of the image isn't taken as 

conceded. With the advancement of 

forgery instruments, innovation has been 

developed to check the inventiveness of 

the image information.  

1.2 DIGITAL IMAGE FORGERY 

DETECTION TECHNIQUES  

The imperceptible fake picture detection is 

really refined. Any fake presents an 

association among the forged picture parts 

and the main area which can be used for 

viable forgery openness. A couple of 

capable forgery disclosure methods are 

introduced for inactive digital image 

forgery detection which is generally 

gathered into five classifications. In this 

uninvolved methodology, there is no pre-

implanted information inside the image in 
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the midst of the creation. This method 

works basically by analyzing the paired 

information of an image.. 

2. LITERATURE REVIEW 

Paul, Kelvin & K R, Akshatha & A K 

(2020) Digital images can be altered with 

the assistance of photograph altering 

apparatuses to improve or upgrade the 

image quality. Then again, digital images 

can likewise be dependent upon controls 

which can adjust the visual information 

being passed on by the image. The forged 

images can likewise be used to spread 

bogus information through different media 

platforms and sometimes might be secretly 

used as bogus proof in a courtroom. 

Therefore, it is pivotal to test the 

authenticity of such images and guarantee 

that it doesn't spread distorted information. 

Quite possibly the most widely recognized 

sorts of forgery being used today is 

duplicate move forgery in which one piece 

of the image is replicated and set over 

another piece of a similar image to either 

cover certain subtleties or increase certain 

highlights found in the first image.  

Sami Bourouis (2020) In the digital sight 

and sound time, digital forensics is turning 

into an arising zone of exploration because 

of the huge measure of image and video 

records created. Guaranteeing the honesty 

of such media is critical much of the time. 

This assignment has gotten more 

unpredictable, particularly with the 

advancement of even and topsy-turvy 

network structures which make their 

authenticity troublesome.  

S. Velliangiri (2020) Various gadgets in 

the new period created a tremendous 

measure of digital video. For the most part, 

it has been found lately that individuals are 

forging the video to utilize it as 

verification of proof in the courtroom. 

Numerous sorts of investigates on forensic 

detection have been introduced, and it 

gives less precision. This paper proposed a 

novel forgery detection procedure in image 

casings of the recordings using improved 

Convolutional Neural Network (CNN). In 

the underlying stage, the information video 

is taken as of the dataset and afterward 

changes over the recordings into image 

outlines.  

Connor Shorten (2019) Profound 

convolutional neural networks have 

performed amazingly well on numerous 

Computer Vision assignments. 

Nonetheless, these networks are 

vigorously dependent on huge information 

to maintain a strategic distance from 

overfitting. Overfitting alludes to the 

marvel when a network learns a capacity 

javascript:;
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with high difference, for example, to 

totally display the preparation information. 

Unfortunately, numerous application areas 

don't approach large information, like 

clinical image examination.  

Kuznetsov, Andrey (2019) This paper 

presents an algorithm for identifying quite 

possibly the most usually used kinds of 

digital image forgeries - grafting. The 

algorithm depends on the utilization of the 

VGG-16 convolutional neural network. 

The proposed network design takes image 

patches as info and gets order results for a 

fix: unique or forgery. On the preparation 

stage we select patches from unique image 

districts and on the lines of installed 

joining. The acquired outcomes exhibit 

high grouping exactness (97.8% precision 

for tweaked model and 96.4% precision 

for the zero-stage prepared) for a bunch of 

images containing fake twists in 

examination with existing arrangements. 

Test research was led using CASIA 

dataset. 

3. PROPOSED METHODOLOGY  

The structures for statistical investigation 

based and CNN based proposed forensic 

strategies are appeared in Figure 3.1. In a 

forensic examination situation, the 

information has been the test image and 

the yield the forensic choice made about 

the test image. The choice has been made 

utilizing the machine learning detector, 

prepared with a particular forensic 

strategy. Figure 1 clarifies the forensic 

methodology have been received in the 

proposed work to order images tampered 

with (P − 1) (P ≥ 2) diverse manipulation 

types. To this end, the images from 

information base have been chosen and 

tampered with (P − 1) diverse tampering 

activities to make (P − 1) tampered images 

database. Tampered images will either 

statistically analyze to inspect the 

footprints of specific forgery type or CNN 

have been straightforwardly used to 

remove highlights of distinctively 

tampered images. Notwithstanding, 

development of a typical list of capabilities 

dependent on measurable investigation of 

contrastingly tampered images (P > 2) 

require part of time and exertion.  
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(a) Statistical methods 

 

(b) Convolutional neural network (CNN) based method 

Figure 1: Forensic detection using proposed  

3.1 Image Databases  

To guarantee far reaching assessment and 

strong performance of proposed detectors 

independent of image types, different 

openly accessible regular image 

information bases have been utilized in 

this work. The concise portrayal of utilized 

information bases is given below: 

3.1.1 Uncompressed Color Image 

Database  

UCID database have been made out of 

1338 uncompressed .tif format shading 

images of resolution 384 × 512. Images in 

the database significantly incorporate 

natural scenes and man-made indoor-

outside articles. Larger part of images in 
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UCID database will low recurrence or 

saturated images. 

3.1.2 DID 

Dresden image database (DID) will 

contain shifting size images caught from 

various resolution cameras in both 

uncompressed and JPEG compressed 

format. Numerous comparable images in 

this dataset have been caught under 

various lighting conditions and camera 

settings. 

3.1.3 BOSSBase Database  

BOSSBase database have been an 

assortment of 10,000 uncompressed 

images in. pgm format. The images have 

been caught utilizing seven distinct 

cameras and have image resolution 512 × 

512. BOSSBase image database have been 

utilized in 'Break our steganographic 

challenge' unexpectedly. 

3.1.4 'Break our watermarking System’ 

- BOWS2 Database  

BOWS2 database have been utilized in 

'Break our watermarking System’ 

challenge. The 10000 pgm format images 

in this database have been down-scaled 

from large resolution images and 

afterward, edited to same resolution of 512 

× 512. The database will significantly 

contain normal scene images. 

3.1.5 NRCS Photo Gallery  

Natural Resources Conservation Service 

(NRCS) photograph exhibition have been 

made out of originally JPEG compressed 

images under different agricultural classes 

and developed by United States division of 

agriculture. 

3.2 Experimental Methodology On 

Moment Histograms Based On Median 

Filtering Detection In Digital Images 

Middle filtering recognition utilizing 

above clarified training-testing pairs 

become a binary classification issue 

utilizing supervised learning. To make a 

reasonable examination between 

histograms of two classes of classification, 

unique image histogram and middle 

filtered images histograms ought to be 

developed from same length of skewness 

and kurtosis vectors. In any case, single 

gray value (SGV) blocks include in unique 

image and relating middle filtered image 

can never be equivalent which brings 

about inconsistent number of blocks 

contributing for skewness and kurtosis 

histograms. Hence, SGV blocks in both of 

unique or middle filtered image are taken 

out from the two images and equivalent 
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number of blocks for skewness and 

kurtosis histograms is acquired. In any 

case, for testing reason, SGV blocks of test 

image are eliminated to build skewness 

and kurtosis histograms. 

In the proposed work, the binary 

classification is performed by choosing 

best SVM kernel parameters for C-SVM 

with cubic kernel function. The SVM 

classifier with cubic kernel function is 

chosen among decision trees, gathering 

classifier and backing vector machine 

(SVM) classifiers dependent on 

experimentation. Training-testing pairs 

 𝜙𝑈𝐶𝐼𝐷
𝑀𝐹𝜉  𝐼 , 𝜙𝑈𝐶𝐼𝐷 𝐼  𝑎𝑛𝑑  𝜙𝑈𝐶𝐼𝐷

𝑀𝐹𝜉+𝑄 𝐼 ,𝜙𝑈𝐶𝐼𝐷  𝐼   (𝜉 =

3,5 𝑎𝑛𝑑 𝑄 𝜖 {90,70,50,30}  are utilized to decide 

four-overlay cross-approval results with 

decision tree, outfit classifier and SVM 

with cubic kernel function. Results mean 

that proposed feature set SK performs best 

when SVM with cubic kernel function is 

used as a classifier 

Consequently, in this section, 

experimentation results for various 

situations are organized utilizing SVM 

classifier with cubic kernel function and 

four-fold cross-approval, for example 

training is performed on 75% images and 

testing is performed on rest 25% images in 

the set. Matlab 2016(b) classification 

student application is utilized to get the 

prepared detector for median filtering 

criminology. In proposed work, detector 

SK is contrasted and cutting edge detectors 

AR and MFD and comparable classifier 

settings are utilized to decide results for 

SK, AR and MFD detectors. 

4. DATA ANALYSIS AND RESULT 

4.1 Evaluation on Moment Histograms 

Based On Median Filtering Detection In 

Digital Images 

Image filtering is generally utilized 

method in image preparing applications. 

Among different straight and non-direct 

image filters, middle filter is most famous 

attributable to its capacity of protecting 

edges better. Be that as it may, criminal 

personalities abuse middle filtering to 

make practical produced images which 

have given analysts another test in the field 

of digital image legal sciences. Existing 

finders for middle filtering detection are 

created by investigating its distinctive 

relics and measurable highlights are 

designed. Further, AI finders are benefited 

for directed learning and prepared model is 

created to confirm test image legitimacy. 

For accomplishment of such locators to be 

utilized for low-force and low-memory 

gadgets, i.e., cell phones and tablets and so 

on, little list of capabilities measurement is 

a definitive factor alongside the 
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arrangement precision. Measurable 

highlights based existing middle filtering 

locators depend on enormous capabilities 

for their exhibition though use generally 

little list of capabilities measurements for 

middle filtering detection. Then again, 

convolutional neural network (CNN) 

based middle filtering locators separate 

vigorous highlights as a piece of the 

preparation interaction and perform 

grouping among unique and altered 

(middle filtered) images. CNN based 

indicators achieve higher grouping 

correctnesses subject to bigger database 

size and enormous preparing time. Best in 

class middle filtering indicators utilized 

shifting CNN designs alongside image pre-

preparing for viable detection of middle 

filtering. 

4.1.1 Statistical Analysis on Image 

Sliding Blocks Skewness and Kurtosis  

Third and fourth standardized focal 

moments of dissemination are named as 

skewness and kurtosis of the dispersion. 

These two focal moments pass on valuable 

data about the state of the conveyance. 

Skewness of dispersion depicts the 

heading and measure of deviation from a 

symmetric position though kurtosis esteem 

reflects measure of peakedness in the 

dissemination concerning the tails weight. 

Circulations with zero skewness esteem 

are even disseminations while negative 

and positive skewness esteems address 

contrarily slanted (left followed) and 

emphatically slanted (right followed) 

dispersions. Kurtosis may take just sure 

qualities. 

4.1.2 Streaking Effect in Median 

Filtered Images  

4.1.2.1 Median Filter  

Two-dimensional spatial middle filter 

works by supplanting every pixel of image 

by the middle of all qualities showing up 

in ξ × (ξ odd) measured window made 

around the pixel, keeping the pixel at focus 

position. Generally utilized window sizes 

are ξ = 3 and ξ = 5 for keeping up the 

visual appearance of images. For a pixel 

with dark worth g(i, j) at (i, j)
th

 position in 

image, the middle filtering with window 

size ξ × ξ adjusts the pixel dim an 

incentive to g’(i, j) where 

𝑔′ 𝑖, 𝑗 = 𝑚𝑒𝑑𝑖𝑎𝑛{𝑔(𝑚, 𝑛)} (1) 

Here 
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𝑚 ∈  𝑖 −
𝜉 − 1

2
, … , 𝑖 +

𝜉 − 1

2
 , 𝑛𝜖  𝑗 −

𝜉 − 1

2
, … , 𝑗 +

𝜉 − 1

2
  𝑎𝑛𝑑 (𝑖, 𝑗)𝜖ℤ+ 

4.1.2.2 Streaking Effect in Median 

Filtered Images  

Median filtering, being a sliding square 

activity, presents certain connections 

among the adjoining pixels of an image. 

The neighborhood for presented 

relationships relies on the size of utilized 

median filtering window. As an outcome, 

the likelihood of event of equivalent 

qualities from sliding median filtering 

windows essentially increments this 

wonder is seen by Bovik and named it as 

streaking impact. Analysts, as of late, have 

misused streaking impact property in 

immediate or backhanded manner to create 

different median filtering locators. In it has 

been shown that the quantity of 

unmistakable dark qualities in 3 × 3 

measured squares decreases for median 

filtered images when contrasted with 

unique images. It inspired us to investigate 

image block insights. In the proposed 

work, the image is filtered in terms of 

sliding squares of size 3 × 3 and skewness, 

kurtosis of each square is examined. 

Thinking about the dark qualities in a 

square as irregular variable G where G = 

gi, i = 1,2,...,9, the skewness (Sk) and 

kurtosis (Ku) of arbitrary variable G are 

given by the conditions 

𝑆𝑘 𝐺 = 𝐸   
𝐺−𝜇

𝜎
 

3

 =
𝜇3

𝜎3 (2) 

𝐾𝑢 𝐺 = 𝐸   
𝐺−𝜇

𝜎
 

4

 =
𝜇4

𝜎4 (3) 

Here, the mean and standard deviation of 

arbitrary variable G are addressed by µ 

and σ, individually. Furthermore, 

assumption administrator, third and fourth 

focal moments are addressed by E[ ], 𝜇3 

and 𝜇4 , separately.  

Figures 2(a) and 3(a) address two 

immaculate model images from UCID and 

BOWS2 databases, separately while 

Figures 2(b), 2(b) and 3(c), 3(c) address 

relating median filtered images with 

window size ξ = 3,5, individually. From 

Figures 2(d)- 2(i) and 3(d)- 3(i), it very 

well may be seen that median filtered 

images (ξ = 3,5) skewness (Figures 2(e), 

2(f) and 3(e), 3(f)) and kurtosis (Figures 

2(h), 2(i) and 3(h), 3(i)) histograms 

contain tops at specific areas when 

contrasted with comparing unique image 
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skewness and kurtosis histograms (Figures 

3(d), 3(d) and 2(g), 3(g)), individually. 

These specific histogram areas are set 

apart with bolts in Figures 2 and 3. Such 

conduct in median filtered images is seen 

because of the change in shifting skewness 

and kurtosis values to fixed negative and 

positive values.  

 

        (a)                                                    (b)                                    (c) 

 

(d)                                            (e)                            (f) 

 

(g)                                           (h)                                       (i) 

Figure 2: (a) Pristine UCID database image, median filtered images with window size ξ 

× ξ for (b) ξ = 3 (c) ξ = 5. (d),(e),(f) Skewness vector histograms of sliding squares of 

Figures 4.1(a), 4.1(b) and 4.1(c), separately (g),(h),(i) Kurtosis vector histograms of 

sliding squares of Figures 4.1(a), 4.1(b) and 4.1(c), separately 
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To investigate the purpose behind tops at 

specific areas in skewness and kurtosis 

histograms, gray value circulation of the 

squares having skewness and kurtosis 

values in scope of topped canisters are 

dissected. Tentatively, it has been 

discovered that dominant part of such 

squares contains just two unmistakable 

gray values. Likewise, various tops in 

skewness and kurtosis histograms relate to 

contrast in recurrence of event of two gray 

values in the squares. Nonetheless, for 

different squares adding to crested 

containers stature, it has been discovered 

that the squares having exceptions may 

likewise have skewness and kurtosis 

values nearer to skewness and kurtosis 

values registered from image blocks with 

just two gray values. Notwithstanding, 

such exception blocks are too less to even 

think about contributing for the tops at 

specific areas in skewness and kurtosis 

histograms. 

 

 

(a)                                   (b)                                        (c) 

 

                   (d)                                      (e)                                     (f) 
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(g)                                     (h)                                   (i) 

Figure 3: (a) Pristine BOWS2 database image, median filtered images with window size 

ξ × ξ for (b) ξ = 3 (c) ξ = 5. (d),(e),(f)  

 

           (a)                                                     (b)                                            (c) 

 

(d)                                         (e) ξ = 3                                     (f) ξ = 5 

Figure 4: Single gray value (SGV) blocks are marked with green colored squares in 

(a),(d) pristine example images, corresponding median filtered with window size  

Table 1: Skewness and kurtosis for all possible cases of two distinct gray value blocks of 

size 3 × 3 in images.  



 

43 | P a g e  
 

  Skewness Kurtosis  

N
g1 

N
g2 g1 > g2 g1 > g2 g1 > g2 or g1 < 

g2 

1 8 2.4748 -2.4748 7.1249 

2 7 1.3363 -1.3363 2.7857 

3 6 0.7071 -0.7071 1.5000 

4 5 0.2236 -0.2236 1.0500 

Ng1 and Ng2 denote count of distinct gray values g1 and g2 in two gray value blocks 

Squares with kurtosis values 7.1249, 

2.7857, 1.5000 and 1.0500 are set apart 

with green, blue, red and cyan tones in 

unique and median filtered images with 

window size ξ = 3,5 and are appeared in 

Figure 6. The squares with specific 

skewness and kurtosis values are likewise 

set apart for another model image (Figure 

3(a)) and appeared, separately. It ought to 

be noticed that for each situation appeared 

in Figures 5-6, there is critical expansion 

in green, blue, red and cyan shaded 

squares for median filtered images when 

contrasted with unique images which find 

out wonderful expansion in tally of two 

gray value blocks in median filtered 

images. The shade of checked squares in 

Figures 5-6 relate to same hued bolts used 

to point the histogram canisters containing 

comparing skewness and kurtosis values. 

Nonetheless, for differing image measures, 

the quantity of receptacles in histogram 

and area of arrowed containers are 

changed relying on include of sliding 

squares accessible in the image. 
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(a) Pristine image and comparing median filtered images                                                                                                                                     

(b) ξ = 3                                                                              (c) ξ = 5 

 

              d) Pristine image                            e)  ξ = 3                    (f) ξ = 5 

Figure 5: Skewness 2.4748 and 1.3363 squares are set apart with green and blue tones  

 

(a) Pristine image and corresponding median filtered images                                                       

(b)    ξ = 3                                           (c) ξ = 5 

 

(d)   Pristine image and corresponding median filtered images (e) ξ = 3  (f) ξ = 5 

Figure 6: Kurtosis 7.1249 and 2.7857 blocks are marked with green and blue colors, (c). 

Kurtosis 1.5000 and 1.0500 blocks are marked with red and cyan  
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5. CONCLUSION 

The proposed places of business the issue 

of median filtering crime scene 

investigation in digital images It has been 

set up in earlier works that streaking 

impact in median filtered images will in 

general decrease number of gray levels in 

sliding squares of an image, consequently 

changes the square conveyance. This 

change in square conveyance brings about 

modification of skewness and kurtosis 

values. In this part, the streaking impact is 

dissected in terms of skewness and 

kurtosis vectors decided from each sliding 

square of an image. The skewness and 

kurtosis histograms are plotted and median 

filtering fingerprints have been extricated 

in terms of a novel list of capabilities SK 

of 19 measurements. The proposed 

highlight set SK is presented to different 

experiment situations to assess its 

commitments in the field of median 

filtering crime scene investigation. Results 

check that the proposed identifier SK 

presents clear favorable position for 

median filtering detection against non-

controlled images and images controlled 

with other data safeguarding controls, for 

example, normal filtering, Gaussian 

filtering, re-scaling and post-JPEG 

pressure. The outcomes are reenacted for 

uncompressed and compacted mode 

images covering low to high scope of 

value components of pressure (Q ∈ 

{90,70,50,30}). Likewise, robustness of 

proposed indicator SK is resolved for 

various goal images (S = 

384×512,256×256,128×128 and 64×64). 
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